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ABSTRACT

This papemoutlines an approach guantify the risks associated with changes made to
spreadsheets. The methodology focusestatturaldifferences betweespreadshest
and suggsts aechniqueby whicharisk analysisan be achieved in an automated
environment The paper offers amxample thatlemonstratehow contiguous rangeof
datacan be mapped intgeneridist of formulae,dataandmetadataThe example then
shows that comparison of thegeneridists canestablistthe structuraldifferences
between spreadsheeiisdbe used tguantifythe level of risk thaeéachchangehas
introducel. Lastly the benefits, drawbacks and limitations of the technigpueediscussed
in acommerciakontext.

1 INTRODUCTION

In businessa primary reason for choosing to use a spreadsheet fully managed
computer applicationies pr e a d s h e e t It ability tb lee upidabei of aidapey :
quickly. Actual figures for example monthly sales dataeoftenexpected to changbut
the calculationor formulaein a spreadsheanayalsoneedregularreview orup-datingto
meet new requéments, legislation or evéne ability tocorrectlyadapt toa new
financial year.

In manyorganisationsghange totheworkingsand calculationsf a spreadsheeareleft
relativelyunmanagedA requrement to createew documentation or teste changess
oftenleft to the conscience of the spreadsheet owbensequently mnagerspperational
risk managersr auditorsarefrequentlyleft unaware that modificationhas even been
made.

It follows thatin many instances a chanigea spreadsheetell valuecannotbe accurately
attributed to amxpectechumericalchange (say sales data)achangecaused by a
difference in functionalityor both Therefore thisbility to makeunregulated¢thangego
a spreadsheabay by its own naturgive rise toabusiness and audisk thatis
unknown,un-quantifiedandquite possiblysimply ignored

Left unmanaged, spreadsheet that wascewell designeddocumentegtested ad
implementedmay wellbecomeprone to significantinknownerrors over time.



2 BACKGROUND
2.1 Definition: Structural Change

In the context of this paper, a structural changeeifiretd as the addition, removal,
modificationof anyformula or data in a worksheetll. A structural change do®O0T
includea change ttheformat of a cell or a change in thesplayedcalculatedvalueof a
previously defined formulaell.

2.2 Why test for structural changes?

Many spreadsheetsed for reporting or valuation purposesragunon acyclical basis
Goodbusinesgractice dictates thainychange tas p r e a dmobesseot calaulation
method is documented gnehere appropriatesuitable retestingand/or approvatarried

out. However it is not unusual for undocumented antested changes to creep into
spreadsheetsftenaccidentally. A typical examplaf an accidental changethe

replacement of a formula with an absolute value to mitigate a known error in source data.
If the spreadsheet is subsequentlyeda strudural changdnas been made, and future
values have a high risk of beintgorrect.

2.3 Minimising risk & semi -automated testing

Postdesign, lhere are several simple ways in which businesses can help mittimise

risks from spreadsheethangs. Some ofthese are physical methods, such as locking

formula cells and protecting worksheet structure. Others are process driven such as a peer
reviewof changesthe requirement to run poefinedtestscriptsafter each change, or

using aspreadsheet comparison program to highligiie differences from identical

input data.

2.4 Comparing spreadsheetsFormula view
Oneusefultestauditing method is texaminethe formula view of a spreadsheEhe
visibility of text or values enteredrdictly (suchasin B2:B4 below) is maintained, whilst

the formulae themselves are shofsach as in D2)nstead of their resultant value.
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A keyreason forviewing spreadsheets using this method is that direct structural
spreadsheet comparisons can be made.

Given that there are no other differences between the spreadsheets (such as the use of

different macros or named range changes etc.), it is safe to conclude that for any given set

of inputs two spreadsheets with identicall-for-cell formula views will gve the same
results-Manys pr eadsheet compari son programs use a
as their primary basis of comparison.

2.5 Auditing, testing & reviewing with a formula map

Formulamapping programareauditing toos that givea visualrepresatation of the
formula and datstructure of a worksheewhichcanbe usefulafter theinitial
spreadsheet design afteranyknownchanges have been madéey make it relatively
simple to spotinexpected formulae variatioaad soménconsistegiessuch as the
accidental overwriting of a formula cell with a value

Formula mapgienerallysplit a spreadsheet range into elements. drexdamplebelow,
cells of the same colour represent cells with the same R1C1 foandiatatic, directly
entered valueare shown in grey, makirigrelatively easy tspot the accidental
overwriting of a formula with a number, as highlighted




3 A SUGGESTEDAPPROACH FOR THE AUTOMATED RISK ASSESMENT
OF SPREADSHEET CHANGES

3.1 Definition: DiffXL

DiffXL is thecreation angubsequertomparisorof cortiguous range data and metadata
with a view to providing a risk based analysiswoticturalspreadsheet differences

3.2 Creating Generic DiffXL Data Lists

This section proposesnaethodthatcan be used to ascertain if tharecertain
differences between spreadsheets or spreadsheet versions, and attempts to categorize the
relative level of risk that the change has created.

Please note thahe terminologysamples and references withiristhaper relate to a
Mi crosoft Excel E i mpl e.Alhaughate teommologyfmay he met h o ¢
differ, the principlesshouldbeidentical in other spreadsheet applications

Theproposedmethod first involves the @tage of generic dafeom contiguousrange

elementswithin each worksheeEach elemeris deemed taonsist ofarectangular range

of cells with the same formulae (in R1CL1 reference style) or a rectangular range of cells

withnof or mul a. The el ement scdmpdrativesanalysShear e st or ed
actual data stored about these elements maynakg formseach with subtly differing

analysis requinmentsand conclusions available. One such structudessribedelow

by way of an example.

Consider the following mingpreadsheet, shown belowriarmal formula mapand
R1C1formula view.The steps to create the rectangel@mentlisar e as f ol | ows é

A | B | ¢ | b | E |
Base X Y Gamma Delta
COROMA - 7.031064 4502179  0.01311) 0.059024
COROMA - 61.91627 17.35029 0.308808  5.357904
COROMA - 126 6281 9610542 4 662414 448 0832
COROMA - 0.856899 0.316199
COROMA - 1493735 T 117257 0.

Gamma Delta
7.031065 4.502179 0.01311 0.059024
61.91627 17.35029 0.308808 5.357904
126.6281 sl 4.662414 448.0832
0.856899 0.316199 0.032906 0.010405
14.93735 7.117257 0.428304 3.048348

1 | 2 | 3 | 4 | 5 |
| 1 |Base X Y Gamma Delta
| 2 [CORONA | =DatalRC |=DatalRC |=DatalRC*Freq =RC[-2]"RC[-1]
| 3 |COROMNA | =DatalRC |=DatalRC |=DatalRC*Freq =RC[-Z]"RC[-1]
| 4 |COROMNA | =DatalRC |96.10542 |=DatalRC*Freq =RC[-Z]"RC[-1]
| & |COROMNA | =DatalRC |=DatalRC |=DatalRC*Freq =RC[-Z]"RC[-1]
| 6 |CORONA | =DatalRC |=DatalRC |=DatalRC*Freq =RC[-2]"RC[-1]



The

f i r sldadelémerd iestablisigedin thisexamplet consiss of six cells of

nonformuladata highlighted Note that although the first row is evidently a tided
rows 2 to 6 are other entries, they are both considered as a singleukectalegnent.

The start row and ¢ou mn

ar e

recorded,

, etomled@thewi t h

number of rows and number of columiibereareno formula for this rectangle, so the

|l etter

O6Vo

(for

(R1C1 refeence view of thepreadsheet)

Mranlilaucelymn is kefblank t e r e d

(Generic list of metadata)

Thefirst rectangle element is now excluded, and the next rectangstaislishedin this

1 2 | 3 | 4 | 5 Row__Col Rows Cols F/V_Formula
1} Base X Y Gamma Dol 4>|_1 1 6 1 Vv
| 2|coroNA  |FDIERC =DatalRC  =DatalRC*Freq =RC[-2]RC[-1] 12 1 41V
| 3JcoRONA  [FDatalRC =DatalRC |=DatalRC*Freq =RC[-2]'RC[-1] 2 | 2 | 51 1| F =bataiRe
1 2 3 2 1 F =Data!RC
| 4JcOoRONA  [DatalRC 96105  =DatalRC*Freq | =RC[-2]"RC[-1] 5 T4 T 5 T+ | F l-bataiRcFre
| 56JCORONA  fDatalRC =DatalRC =DatalRC*Freq =RC[-2]'RC[-1] 2 5 5 | 1 F =RCl2FRCMY
6 JcoroNA  FDatalRC =DatalRC =DatalRC*Freq =RC[-2]'RC[-1] 4 3 1 1 v
5 3 2 1 F =Data!RC

case it is the remainder of the title rdtg. position and size is noted as before.

Note that in this partidar example the rectangles are being establighiz) an

algorithm that broadly creates segmdnfsto bottom anthenleft to right. The order in
which thesegment®f any contiguous range are established is unimportant, but the

methodmust be consist for future comparisons to be accurate

The third rectangle element is a series of 5 formulae, whose R1C1 feramaidentical.

1 2 1 3 | 4 | 5
| 1 jBase X Y Gamma Delta
| 2§CORONA  [FDatalRC |=DatalRC |=DatalRC*Freq =RC[-2]*RC[-1]
| 3JCORONA  [EDatalRC =DatalRC =DatalRC*Freq =RC[-2]*RC[-1]
| 4 JCORONA  EDatalRC |96.105 =DatalRC*Freq =RC[-2]*RC[-1]
| 5 JCORONA  [DatalRC =DatalRC =DatalRC*Freq =RC[-2]*RC[-1]
6 JCORONA  |DatalRC =DatalRC =DatalRC*Freq =RC[-2]*RC[-1]

Row | Col Rows Cols| F/V Formula

1 1 (5] 1 AV
| I 2 1 4 V2
2 2 5 1 F =Data!lRC
2 3 2 1 F | =Data!lRC
2 4 5 1 F =Data!RC*Freq
2 5 5 1 F =RC[-2]*RC[-1]
4 3 1 1 \%
5 3 2 1 F | =Data!RC

The position and size isrecorded An 6 F6 ( f o ralohgovithntheR1@1)
formula.
1 2 | 3 | 4 | 5 Row = Col Rows Cols| F/V Formula
| 1) Base X Y Gamma Delta 1 1 6 1 \Y;
| 2JcoronNA  [FDatalRC FDatalRC  =DatalRCFreq =RC|-2] RG[-1] R Y SR
| 3JCORONA  |DatalRC |DatalRC =DatalRC*Fraq =RefFREFT > g N - R =lala.
" 2JcORONA  fDatalRC fos- =DatalRCFreq =RC[-2'RC[-1] ; j g L= ;g:::fﬁg*ﬁeq
| 5 JCORONA  [DatalRC |=DatalRC |=DatalRC*Freq =RC[-2]"RC[-1] 2 5 [ 5 | 1 | F |eroLzrRoi]
6 JCORONA  EDatalRC |-DatalRC =DatalRC*Freq =RC[-2]"RC[-1] T T3 1 1 v
5 3 2 1 F =DatalRC

The5 remaining elements are calculatat recorded. Note the inconsistealuein row

4, column 3which preveneda single large are@®2C2 to R6C3peing created.

1 2 | 3 | 4 | 5 Row | Col Rows Cols F/V Formula
| 1) Base X Y Gamma Delta 1 1 6 1 \4
| 2JcoRONA  [FDatalRC [FDatalRC [=DatalRCFreq |=RC[-2]"RC[-1] 1.2 1 4V :
| 3JCORONA  [DatalRC |:Data!RC mw_, P - e DAIARC
| _ i _ pe 2 3 2 F__=Data!RC
| 4JCORONA  [FDatalRC [95 105 _m@gg- ROE2IROLAN] ) e
| 5 JCORONA  [FDatalRC [FDatalRC |=DatalRCFreq=RCL2["RC[1] | [=5=—=v"% WETEEITE
6 JCORONA  [EDatalRC fEDatalRC |=DatalRC*Freq |=RC[-2]RCFH> [y ——
—p| 5 3 2 F =Dat2!RC
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3.3 Recording static information

In order to ascertain if any chanigetween spreadsheets has been made, there is also a
requirement to assess any change in static informatmgive a guaranteed 100%

accuracy then both spreadsheets must be opened and a cell by cell comparison made, or
every static cell ds | ocat itheprefaraddoptiona® ue must
store the values ithe generic list this canbe achieved as followes

By definition, eachrectangulasegment (linén the lis) must consist of either formulae

or static data. For each segmémit contains static dateoncatenate h e strend | s 0

values and eparateeverycell with adelimitingc har act er (ifrespectieofa mpl e 06 |
t he c e llhthepreviotisaxamme, the first segment catlerefoe be made to

include the data strirdy

Base| CORONA|CORONA|CORONA|CORONA|COR@nNa\this string could be stored
in the Formula columri,e.

1 2 | 3 | 4 | s R

ow = Col Rows Cols F/ Y L
| 1) Base X Y Gamma Delta 1 1 6 1 | V| Base|CORONAJCORONAICOH|
| 2 JCOROMA FDatalRC =DatalRC =DatalRC*Freq =RC[-2]"RC[-1] 1 2 1 4 \4
| 3JcORONA  [DatalRC |=DatalRC =DatalRC*Freq =RC[-2]'RC[-1] ; g 2 i i fg;::gg
| 4JCORONA  [FDatalRC (96105 =DatalRC*Freq =RC[-2]RC[-1] > T2 T 5 T 1 | F [-baaiRereg
| 5 JCOROMA FDatalRC =DatalRC =DatalRC*Freq =RC[-2]"RC[-1] 2 5 5 1 F |=RC[-2]*RC[-1]
6 §COROMA FDatalRC =DatalRC =DatalRC*Freq =RC[-2]"RC[-1] 4 3 1 1 v

This exactingmethod may bappropriateor essentiain some circumstancekloweverit
canbecomecumbersome for large segmerdrnd result irgeneridlist file sizes
approaching or even exceeding that of the original spreadsheet.

Onealternativeis to concatenate the caldluesas above, but hold a checksum based on
the entire stringAlthough it would not be possible to ascertain which cell(s) had changed
directly from the checksunit would still be possible to ascertain with a high degree of
probability that a change had been madtéin any data segment, and if necessary the
two files opened teoetrieve the differece by cell

A small but important limitation for storing static values in thiay is that any cells
containing a value consisting solely of the separating character or charactersnehe |||
above examplecould fool a changtest algorithm. In the commercial implementation of
this methoda nonprinting character is used as the separating character to help minimise
this risk.

A final example of a segment lifdir a worksheet with two contiguous ranggeshown
below.

Sheet Contig ID Row  Col |[Rows Cols F/V Formula

Sheetl 1 1 1 6 1 V | CAABE7F2

Sheetl 1 1 2 1 4 V | 1CE2BE24

Sheetl 1 2 2 5 1 F =Data!RC

Sheetl 1 2 3 2 1 F =Data!RC

Sheetl 1 2 4 5 1 F |=Data!RC*Freq

Sheetl 1 2 5 5 1 F |=RC[-2]*RC[-1]

Sheetl 1 4 3 1 1 V | DF578763

Sheetl 1 5 3 2 1 F |=Data!RC

Sheetl 2 8 2 1 4 F |=AVERAGE(R[-6]C:R[-2]C)



3.5 Drawing risk based conclusions from the comparison of tw®iffXL lists

In order to draw appropriate conclusioagomparison of two lists iequired.The
expectation is that this process would be accomplished automatically through a series of
difference algorithmsBoth qualitative and quantitative conslons can be made

At this stage,tiis also possible to include a subjective risk assessmany changs.
Theactualand genuineevel of risk is dependent on numerous factors, including the type
of data, type of changandnumber of simultaneouwshanges

The categoryof risk also needs to be taken into accout. &ample risk may be
considerd in different terms if the user is looking at the risk of an incorrect result, the
risk of a catastrophic malfunction of the spreadsleéte risk of failing an audiand so
on. A variety ofchangetestalgorithms or settings within the algorithms would therefore
be ceemed to bappropriatavithin different industries or departments.

Below aresome of theypes ofchangeo spreadsheet structuteat can bascertained
using DiffXL, together witha suggesteduse-configurable)associatedevel of risk

Comparison Risk
Entire range moved Low
New static textplaced away from other ranges Low
One or more ranges sorted Low
Text or headers changed Medium
Contiguous range split into two or moreyseents Medium
New items added within a range Medium
Formulae change throughout antirerange Medium
Items removed from within a range Medium
Items removed or changed, breaking up a range Medium
Numeric cell changed to a numhvehich isformatted as text High
Overwrite a formula with a number or text High
New data andormulae introduced High
New or deleted worksheets High




4 BENEFITS, DRAWBACKS & LIMITATIONS OF USING THE DiffXL
METHODOLOGY

4.1 Benefits of using theDiff XL methodology

The ability todemonstrate that no structural differences have been made to a spreadsheet
over tine, or to be able to identifyhere changes have been maday beof benefit to
somespreadsheet owners, maneggnd auditors.

Di f f XL 6 s assign a relatively low riskdicatorto simple changes such the
movement of a block of celfsom the top to the bottom of a spreadsheet, or the sorting of
adata rangemeandesting and approvaffort can bebestallocatedwhere changelsave
beenidentifiedasmore likely toresult in material differences to calculated values.

DiffXL can be used in commercially sensitive or secure environm@nte a DiffXL list

has been created for a spreadsttaatlist is generallythe onlyrequiranentto peform
difference tests or analysis. If the checksum method for storing static values is used, there
arethereforefew security issues with releasing the listsdrternal analysis or reporting

A Diff XL based control framewoitan be run as a backgroupiabcess, either directly
when a spreadsheet change is made anygpr@-defined frequency. A system could
easily alert owners or managers only if a change of a certain magnitudelwgibken
detectedThis offers the potential for a discreet anebbirusivecorporateesting
regime.

4.2 Drawbacks & limitations of using theDiff XL methodology

Changing spreadsheet data or formulae is only one way to change the operation of a
spreadsheet. la commerciahpplication other aspects of the spreadstesbneed to be
considered andnalysedfor example changes to macgroaamed rangesr data
connectios.

Unless direct celto-cell comparisorbetween spreadsheets faatit values is used, there

is a small risk that galue change will not be detectedthjs methodologyln most
implementations the risk is negligible, but nevertheless possibléegahdent on the
method in which the static data is stored (directly or through a checksum), the quality of
any checksum,ral the use of the separating character.

Although based on objective algorithms, overall risk assessmaytstill be subjective
As an exampleshouldthree low risk changes constitute a Jomedium or high risk
change?



5 DiffXL IN COMMERCIAL APPLICATIO NS

Listed below are screenshots from two products wherBiffiél methodology has been
appliedin conjunctionwith more established analysis techniques.

ayAnauditorb6s tool th
directly compares
spreadsheets from one year
to the next to ascertain the
level of risk associated with
any changesThe tool can

be run directly from a
memory stick so @ software
installaton is required and
gives a quick indicatiolon
whether (or where) further
detailed analysis is required.

b) A SharePoint Control Framework that monitospreadsheetnd alerts the owner if
cumulative changes have exceeded adgfined level of risk. Here,ttepr eads heet 6 s
complexityand changeisk at eachfpublistbis chartedfor the owner or auditoA

nonSharePoirg version of this product is also available.

Further etails ofthe DiffXL Audit AssistantandthelDAS SharePoint éntrol
Framework can bebtainedfrom the author.



